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Abstract 
The paper examines the possibilities of use and vulnerability of devices that, according to the concept of 
construction and use, belong to the Internet of Things. Modern technological solutions for collecting and 
transmitting primary data mostly focus on Internet of Things devices. They are actively used in various 
spheres of industry and everyday life. At the same time, the low price, technological limitations and the 
lack of uniform standards affected their security level. There are known cases when attackers, exploiting 
the vulnerabilities of Internet of Things devices, launched an attack on the company's information system 
and caused financial and reputational damage. Typical solutions for the construction of IoT systems, in 
most cases, allow attackers to implement attacks on vital components of such systems and create a threat 
to the lives of users, causing reputational and financial losses. Such devices are connected to the control 
unit with Bluetooth technology and are identified by the name of the device and its Bluetooth address. 
These parameters are the main vector of the intruder's attack on Internet of Things devices. The paper 
proposes a method of increasing the level of security of IoT devices by introducing a dynamic change of 
the Bluetooth address. The central control unit of the Internet of Things devices will initiate the process of 
dynamic, random over time, change of the Bluetooth address of the devices, which will limit the time 
interval of possible influence of the attacker on the device. 
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1. Introduction 

Privacy and security issues become especially relevant when it comes to the Internet of Things (IoT). 

IoT is a concept that defines the connection of various physical objects to the Internet for data 

exchange and interaction [1]. These objects can include any devices or sensors that can receive, 

transmit and process data. IoT allows data to be collected in real-time, providing the opportunity for 

optimal management and monitoring of various systems. This technology is used in various fields, 

such as industry, agriculture, medicine, transport, home automation ("Smart Home" technology) and 

others. At the same time, IoT technology is one of the main attack vectors, attackers can use these 

systems for various purposes, such as collecting information about users, affecting network 

resources or the process of managing connections of IoT devices, affecting vital end devices IoT, etc. 

[2, 3, 4], which requires increased attention to IoT security issues. Security mechanisms of IoT 
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systems are aimed at ensuring the protection of devices from unauthorized access, protection of 

network connections from attacks and detection of possible threats.  

This includes the use of various techniques such as encryption, authentication, authorization, 

buffer overflow protection, and others [5]. It is also important to take into account the technological 

features of the functioning of IoT devices, monitor potential threats and use a comprehensive 

approach to their protection, including technical and organizational measures, such as compliance 

with security protocols, conducting training and raising awareness among users.  

2. Formulation of the research task 

Ensuring cybersecurity in IoT systems requires the development and implementation of a 

comprehensive protection system that includes both technical and organizational mechanisms. 

Technical protection mechanisms include encryption, authentication and authorization, access 

control, monitoring and analysis of security events and other methods that allow you to protect 

devices and their data from cyber criminals [6]. 

Organizational security mechanisms include security policies, security audit procedures, training, 

and user awareness of safe practices. For example, educating users about password security and 

prohibiting them from using the same password on multiple devices can reduce the risks of a hack. 

In addition, security mechanisms in IoT systems are important from the point of view of protection 

against cyber terrorism. In today's world, cyber terrorists can use different methods to attack IoT 

systems, such as DDoS attacks, malware distribution, phishing and social engineering [7]. 

These attacks can paralyze the functioning of IoT devices, significantly reduce their reliability 

and resilience, and lead to data loss and leakage of confidential information. Another aspect of 

relevance is the rapid growth in the number of IoT devices used in various industries such as 

transportation, industry, healthcare, and others. These devices collect and process large amounts of 

data, which can lead to serious problems related to the protection of confidential information and 

ensuring the safety of users in case of compromise.  

Therefore, the development and implementation of effective protection mechanisms in IoT 

systems is an extremely important task that will reduce the risks of hacking and cyber-attacks, ensure 

the safety and confidentiality of devices and the information stored on them, as well as ensure the 

stability and reliability of devices in various fields of use. One of the main problems in IoT systems 

is the lack of safety and security standards and regulations. This means that device manufacturers 

can take different approaches to securing and protecting their devices, which can create 

vulnerabilities and risks for users [8, 9]. 

In addition, software updates and patches that contain fixes for identified vulnerabilities are not 

always distributed to users in a timely and efficient manner. Another challenge is the complexity of 

securing IoT systems, as they can contain a large number of different components and devices that 

communicate with each other over wireless networks. This leads to an increase in attack vectors and 

a decrease in the effectiveness of protection. In this regard, the development and implementation of 

effective protection mechanisms in IoT systems is an extremely difficult task that requires a 

comprehensive approach. To ensure the security of IoT systems, it is necessary to consider all 

elements of the system as a whole structure and ensure their interaction from the point of view of 

security and protection [10]. To do this, it is necessary to develop and use new technologies and 

standards that allow protection against various types of attacks, as well as increase the efficiency of 

updating and patching software. 

3. A method of increasing the security of IoT devices 

Technologically, IoT devices can be combined into specialized subsystems that, with the help of a 

central control unit, interact with each other and solve certain tasks. As an example, consider the 

"smart home" system shown in Figure 1 [11]. 

The main elements of the IoT system are [12–15]: 



• Connected devices - are physical devices or sensors capable of collecting and transmitting 

data over the network (for example, temperature, humidity and motion sensors that connect 

to the information transmission network). 

• Data collection tools - are components that provide collection, aggregation and processing of 

data received from connected devices (for example, cloud platforms, local servers or 

embedded data collection systems). 

• Communication networks - are network resources that provide data transfer between 

connected devices and data collection devices (for example, Wi-Fi, Bluetooth, ZigBee, Z-

Wave, LTE, NB-IoT, and others). 

• Cloud services - сloud platforms provide resources to store, process and analyze the large 

amount of data received from connected devices, and they can also provide tools for IoT 

application development and system management. 

• Analytics and artificial intelligence - these components provide processing and analysis of 

information from a large volume of data collected from connected devices, and can use 

machine learning algorithms and other artificial intelligence techniques to obtain valuable 

information and predict future events. For example, data analysis can help predict technical 

problems with devices before they occur, as well as optimize energy consumption and ensure 

high efficiency of systems built using IoT devices.  

• Management systems - are components that provide management of connected IoT devices 

and applications. They can provide interfaces for monitoring and controlling devices using 

mobile applications or web interfaces. 

• Security blocks - the components that protect connected IoT devices and data from malicious 

attacks. These may include cryptographic protocols, remote authentication methods and 

other security methods. 

 

Figure 1: Smart home system. 

Because the concept of a "smart house", to increase capabilities, involves the connection of 

additional IoT devices, the probability of implementing attacks on the system as a whole, due to the 

vulnerabilities of individual IoT devices, also increases. 

To develop a method of increasing the security of IoT devices in the "smart home" system, we 

will classify threats according to their origin and methods of implementation [16]: 

1. By origin: 



• Internal threats: These are threats arising from the actions of service company employees 

who have access to IoT devices. Such threats may include abuse of privileges, misuse of data 

or intentional distortion of the functions of devices and the "smart home" system as a whole. 

• External threats: these are threats that come from outside the boundaries of the "smart home" 

system and are aimed at its components. Such threats may include hacker attacks, phishing 

attacks, viruses, and more.  

2. By methods of implementation: 

• Security attacks: These are threats used to hack IoT devices and gain unauthorized access to 

them and the system in which they function. Such threats are implemented by intercepting 

the technological data of IoT devices, making changes to the functioning of the system, 

disclosing confidential data, etc.  

• Privacy attacks: These are threats used to violate the privacy of IoT users. Such threats may 

include location tracking, interception of messages, collection of user information, etc. 

• Availability attacks: These are threats used to interfere with the normal functioning of IoT 

devices and smart home subsystems. Such threats may include DDoS attacks on the device, 

jamming the data transmission channels between the IoT device and the control unit, making 

changes to the settings of IoT devices and subsystems, etc. 

3. By type of IoT devices: 

• Threats to Home IoT Devices: These are threats arising from connecting home devices to the 

Internet, such as routers, routers, home security systems, etc. Such devices can become the 

target of attacks due to their vulnerabilities and lack of protection. 

• Threats to industrial IoT devices: These are threats arising from connecting industrial devices 

to the Internet, such as manufacturing process sensors, medical equipment, access control 

systems, etc. Such devices can be the target of hacker attacks or be used as entry points to 

hack other systems on the network. 

4. By the scale of influence: 

• Local threats: These are threats that affect individual IoT devices or small groups of devices, 

such as home networks. 

• Global threats: These are threats that have a large-scale impact on IoT systems, such as large-

scale hacking attacks on the critical network infrastructure or energy and transport 

management systems.  

One of the most common threats to IoT systems are attacks on the network layer. These attacks 

can include various methods such as intercepting traffic, modifying data packets, injecting forged 

packets into the network, sending fake requests, and more. Another type of threat to IoT systems is 

application layer attacks. These attacks can include exploits, software hacking, phishing attacks, and 

other methods. Another type of threat to IoT systems is hardware-level attacks. These attacks may 

include exploits that exploit vulnerabilities in physical access to IoT devices [17]. 

Most often, Bluetooth technology is used to connect IoT devices to the "smart home" control unit 

and the Internet. Bluetooth is a wireless data transmission standard designed to provide short-range 

connections between various electronic devices, allowing information to be exchanged between 

various devices without the need for cables. Bluetooth works over short distances, usually within a 

few meters, and uses radio waves to exchange data wirelessly. This technology is widely used for 

transmission, establishing connections between devices, as well as connecting IoT devices to the 

network. Bluetooth supports different versions with different capabilities and data rates. 



The use of wireless technologies allows to reduce the risk of system hacking due to physical 

access to IoT devices, at the same time, Bluetooth technology has several potential security 

disadvantages that must be taken into account when using it [18]. 

A Bluetooth connection can be vulnerable to data interception attacks, especially over open or 

weakly secured connections. To reduce the likelihood of this, it is recommended to use Bluetooth 4.0 

and above technology, which involves the use of the Bluetooth LE Privacy function. This feature 

implements the process of generating "advertisement packets" with random MAC addresses, which 

prevents an attacker from identifying and affecting the device. 

But how do surrounding devices see that the device has a different address? When first connected, 

a special trusted relationship is established between the devices, after the connection, the two devices 

will have different encryption keys, one of which is for privacy. This key is called the Identity 

Resolution Key (IRK). IRK allows the first device to translate these random MAC addresses that 

appear in "advertisement packets" from the second device into the real MAC address of the second 

device. This feature is available to devices that you trust. Privacy Bluetooth Smart operates with 

Bluetooth version 4.0 of the core specification [19, 20].  

But not all devices of the IoT system can support Bluetooth version 4.0, the following types of 

threats are relevant for such devices [21]: 

• Bluejacking and Bluesnarfing: Bluejacking involves sending unknown messages or contacts 

on other users' Bluetooth devices without their proper consent. Bluesnarfing is an attack in 

which an attacker can gain unauthorized access to data on a Bluetooth device. 

• Pairing attacks: The pairing process of Bluetooth devices can be vulnerable to attacks, 

especially if weak or common PIN codes are used. Using Authorized Devices: Attacks that 

use devices that are already authorized to connect to the system. 

Each Bluetooth device has a unique address. This address consists of 6 bytes and is similar to a 

MAC address, in the format MM:MM:MM:XX:XX:XX, where the upper three bytes, labelled M, 

contain information about the manufacturer of the chip. By the remaining three lower X bytes, an 

attacker can determine the device model, which significantly reduces the device's security [19]. 

To reduce the vulnerability of IoT devices implemented using Bluetooth technology, it is possible 

to implement dynamic replacement of the Bluetooth address of IoT devices, this will ensure the 

anonymity of the devices, and reduce the risk of their tracking and identification. 

The main idea of this method is to initiate the process of dynamically changing the device's 

Bluetooth address on the side of the control unit according to a random law. 

Since attackers usually discover a device by its Bluetooth address, dynamically changing the 

Bluetooth address reduces the likelihood of hacking attacks or interception of the connection. If a 

device consistently uses the same address, it can make it vulnerable to eavesdropping or identifying 

its owner. Changing the address allows you to preserve the privacy of the user and makes it difficult 

to determine his identity. Changing the Bluetooth address also allows you to exclude prohibited 

devices from the network. 

The block diagram of the method of dynamic replacement of the Bluetooth address of the "smart 

home" IoT devices is shown in Figure 2. 

The sender application is a special software deployed in the IoT device network control unit. The 

database of which stores the list of IoT devices identified and authenticated in the system and 

implements the function of generating the Bluetooth address of the IoT device according to a random 

law. The newly generated Bluetooth address is encrypted and transmitted to the recipient's 

application. The receiver application, this special software is deployed in the IoT device, where the 

generated Bluetooth address of the device is decoded and the process of rewriting the new Bluetooth 

address to the IoT device memory is initiated. 

The receiving application generates a message about the status of the IoT device and transmits it 

to the control unit (sending application), where the technological information is checked and, in the 



case of its confirmation, the Bluetooth address of the IoT device is overwritten (replaced) in the 

database of the control unit. 
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Figure 2: Structural diagram of the implementation of the method of dynamic replacement of the 

Bluetooth address. 

The sender application transmits to the IoT device (receiver application) a command to complete 

the address replacement cycle and return to normal operation mode to the new Bluetooth address. 

The receiver application (IoT device) switches to normal operating mode and transmits data to 

the control unit. 

4. Conclusions 

Enhancing security in an IoT system that uses Bluetooth networking is a critical task because IoT 

devices often collect and share critical information. At the same time, the locations of the devices 

allow attackers to stay in their area of operation for a long time, and use specialized software and 

hardware tools to implement attacks on the IoT device and the IoT system as a whole. 

The work analyzed the structure of the "smart home" system implemented using IoT devices, 

classified threats and determined that the most vulnerable are those implemented using Bluetooth 

technology. A method of dynamically changing the Bluetooth address of IoT devices was proposed, 

the implementation of the method will allow to significantly increase the security of IoT devices that 

are outside the controlled zone and concerning which an attacker can carry out illegal actions 

(collection of network data for their analysis and compromise, etc.). 

The directions of further research will be focused on the development of a method of increasing 

the security of the central control unit of the IoT system. 
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